
 

Sender email address does not resemble a 

Chase Bank email address. 

Subject line does not match information in 

body – Bill address change vs payment info. 

Do you have a Chase Bank account? If you 

do, do you have notifications going to your 

GFPS or personal email? 

Did you make a payment to Moshe Jones or 

even know who this person is? 

If this email appears suspicious, do not click on links in the 

email. This is how the bad guys install malicious code on your 

computer. Move your mouse over the link and see if it 

references the legitimate site. DO NOT CLICK IF IT DOES NOT!!!  

Don’t be fooled by information 

that is legitimate. It is copied 

from real websites and emails.  



 

 

Sender email appears to be appropriate. 

However, if this was really from Cindy, only her 

name would appear, not her email address 

 Are you expecting an invoice from Cindy Gordon? 

Do you make 

payments on a 

storage unit? 

If this email appears suspicious, do not click on links or 

attachments in the email. This is how the bad guys install 

malicious code on your computer. Move your mouse over the 

link and see if it references a legitimate site. DO NOT CLICK IF IT 

DOES NOT!!!  

Is this Cindy Gordon’s phone number? 


